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ON ENFORCEMENT, EXPLAINABILITY AND REFUSAL

The gap between
knowing and acting

Why a security platform that only tells you things is structurally
incapable of stopping them — and what it takes to close the loop.

IN BRIEF

Most security architectures separate the thing that sees from the thing that acts. Telemetry flows to a
central brain; enforcement lives in a different product, with a different policy language, on a different
console. Every incident therefore contains a human translation step, and the duration of that step is the
attacker's working window. This paper argues that closing the gap is an architectural property, not a
feature — it requires the sensor and the enforcement point to be the same process, decisions
explainable enough that an operator will permit them, and a substrate that canrefuse. It ends with the
questions to ask any vendor who claims to have done it.

1. The default architecture is a reporting architecture

Ask what a security platform does and the honest answer, formost of them, is that it collects evidence and
produces a queue. Sensors ship telemetry to a central store. Rules and models run over that store.
Matches become alerts. Alerts become alist, and the list is worked by people.

Thisis not a criticism of the design — it is a description of it. The architecture was built when the useful
questionwas what happened, and answering that question well is genuinely hard. But it means the
platform's output is knowledge, and knowledge does notisolate a host. Somebody else does that,
somewhere else, later.

The consequenceis a fixed structural delay in every incident. Not a slow queue — a delay that exists even
when the queue is empty and the analyst is watching. Detection completes, and then the work of acting
begins from scratch: identify the enforcement point, findits console, express the intentin that product's
language, confirm the change took effect, record what was done.
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FIGURE 1 - THE TRANSLATION STEP NOBODY DESIGNED
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The middle boxis where the time goes, and no amount of tuning on either side removesiit. It exists because the two

ends are different products.

2 - Why the gap is structural rather than operational

Itistempting to treat this as anintegration problem — connect the brain to the firewall, wire the ticket
system, automate the handoff. Teams do this, and it helps. But the underlying difficulty survives the

integration, for three reasons.

The brain has no hands. A central analytics plane sees a copy of the world, not the world. It can conclude
that aprocess onahostis behaving hostilely; it cannot stop that process, becauseitis not on that host.
Anything it does, it does by asking something else.

Each enforcement point speaks its own language. The intent “this identity should stop being trusted”
becomes a sessionrevocationin one system, a firewall rule in another, a group membership changeina
third, and a device quarantine in a fourth. Four translations, four failure modes, four audit trails that must

later be reconciled into one narrative.

The evidence and the actionlive apart. When the actionis taken by a different system from the one that
justified it, the link between themis a human memory or a ticket comment. Later — during an audit, a post-
incident review, a dispute — that link is what somebody needs, anditis the weakest artefactin the chain.

A useful test. Ask how a platform blocks something, and listen for whether the answer names a second
product. If it does, the platformreports; the second product enforces. That is alegitimate architecture

— butit should not be sold as an active one.

3 - What “active” actually requires

Actinginline isnot a matter of adding an action buttonto an alert. Three properties have to hold at once,
and each of them constrains the architecture in a way that is difficult to retrofit.

EventLake Research eventlakes.com



NOTES ON ACTIVE DEFENSE - PAPER 01 EVENTLAKE RESEARCH

3.1 The sensor and the enforcement point are the same process

If the component that observes a connectionis also the component that can drop it, the translation step
disappears — not because it was automated, but because there is nothing to translate. The decision and
its execution happenin one address space, on the assetin question, inthe time it takes to evaluate a
condition. This is the single highest-leverage property in the whole design, and itis the one that cannot be

added later: it determines what the agent is.

3.2 - The decision is explainable, or it will never be permitted

Autonomy is granted by operators, not claimed by vendors. Ateam allows a system to act unattended
only when they canread, after the fact, exactly why it acted — which events, which thresholds, which
baseline it departed from. An alert thatis a score and alabel cannot earn that permission, however
accurateitis. Analert thatis a traceable chain of observations can. Explainability is therefore not a
transparency feature bolted onto the model; it is the precondition for the model being allowed to

do anything.

3.3 : The substrate can refuse

Asystemthat canisolate a host canisolate the wrong host, and at machine speedit cando so across a
fleet before anyone notices. Autonomy without a refusal mechanismis not autonomy —itis an
unbounded liability with goodintentions. The refusal has to be part of the substrate rather than a policy
convention: actions declared with a blast radius, gates that require a second human for the irreversible
ones, and a hard ceiling that holds even when the reasoning above itis confident and wrong.

FIGURE 2 - THE CLOSED LOOP
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Theloopis the architecture: the edge enforces, the brain learns, and the brain writes the rules the edge enforces.
Neither half is a product onits own — and the compile step downward is the one most platforms are missing.
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4 - Reasoning has to be tiered, because latency is a budget

The obvious objection to inline enforcement is that good analysis is slow. Itis — and the resolutionis not to
make the analysis faster but to be explicit about which decisions are affordable at which latency, and to

run each kind of reasoning where it fits.

FIGURE 3 - FOUR TIERS, FOUR BUDGETS

Deterministic, at the edge. Signatures, known-bad indicators, explicit policy. Fast enough
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Two failure modes to avoid: putting slow reasoning in the fast path, which turns a security controlinto an availability
incident; and confining fast enforcement to what slow reasoning has already confirmed, which is the passive
architecture again with extra steps.

The tiering also answers a question buyers rarely ask and should: what happens to enforcement when the
brainis unreachable?|f the edge holdsits compiled rules locally, a network partition degrades learning
and leaves protectionintact. If enforcement requires around trip, the partitionis an outage of the security

controlitself.

5 - The safety substrate is the part
that makes autonomy sellable

In practice, the barrierto automated response is not technical capability. It is that nobody is willing to
authorise it. The organisations that do authorise it have the same thingsin common, and they are all

constraints rather than capabilities.

Every action declares its blast radius before it runs. One host, one identity, one segment, the whole
fleet. An operator approving something needs to know its scope in the same glance asits name.
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Irreversible actions require a second human, and the queue tolerates arace. Two responders reaching
forthe same decisionis normal; the second one deserves “someone else already decided this”, not a
failure.

The approval path survives the incident. If the platform being defended is the only way to approve a
response, abadenoughincident removes the ability to respond. Out-of-band approvalis a resilience
property, not aconvenience.

The decision and the outcome are recorded as one artefact. Not “an actionran”, but what was
observed, what was decided, what the system did, and what changed as aresult — retrievable years later
without reconstructing it from three systems.

Each of these makes the system do less. That is the point: aresponse capability isadoptedin proportion

to

how confidently it can be bounded, and a vendor who talks only about what theirautomation cando

has notyet had the conversation that matters.

6 - Questions worth asking, whoever you are buying from

These are deliberately answerable. A vendor with the architecture will answer them quickly and

specifically; avendorwithout it willanswer with aroadmap.

01

02

03

04

05

06

07

When your platform blocks something, which process performs the block — yours, oranothervendor's?

If the management plane is unreachable, what does the agent still enforce?

Show me an alert. Canlread the specific observations and thresholds that produced it, without
contacting support?

Does anything your brain learns become something your edge enforces automatically? Show me that
path.

Which of your automated actions are irreversible, and what stops one firing on a false positive at 3am?

If your platformis compromised, how do | approve aresponse without using it?

Canltake my detection content with me whenlleave, in a format someone else can execute?
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08  Two years fromnow, can | retrieve why a specific action was taken — and what changed because of it?

7 - What follows from all this

Theindustry's centre of gravity is still areporting architecture withresponse bolted toits side, and the
vocabulary has moved faster than the designs. “Automated response” frequently describes a workflow
engine calling anothervendor's APl — useful, and not the same thing as enforcement.

The distinctionis worth holding onto because it predicts behaviourunder stress. Areporting architecture
under pressure produces more alerts. An active architecture under pressure produces fewer, because the
cheap decisions were already made at the edge and never became queue items. That difference does
not show up in a feature comparison. It shows up in what the teamis doing at four in the morning.

A platform that only tells you things has not failed at stopping them. It was never
built to.

EventlLake

ABOUT THIS PAPER

One of a series on the architecture of active defense, published by EventLake Research. The series is deliberately
vendor-neutral: it argues about designs rather than products, and the questionsin 86 are meant to be asked of us as
readily as of anyone else.

EventlLake is a single platform built on the two-plane pattern described here — an edge agent that observes and
enforcesinone process, and an analytics plane that learns from the whole estate and compiles what it learns back down
to the edge. Everything described in this paper as required, it does today. eventlakes.com
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